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Objectives
• Introduce you to basic terminology and 

technology
� The focus will be on exposing you to the breadth 

of HIT, rather than achieving deep understanding

• Provide insight into key issues you will need 
to address and/or make decisions about

• Prepare you for the rest of the conference!

Adapted from materials created by Margret\A Consulting, LLC
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• Peripherals
� Keyboard

– Liquid proof
– Ergonomic

� Navigational devices
� Monitors

– CRT
– Flat panel: LCD/Plasma
– High resolution/digital video input 

(DVI) (graphic card)

• Other input/output 
� Speech microphone
� Removable media

– CD, DVD
– USB drives

� Printers
� Scanners: Document, Card, 

Barcode, RFID

Hardware Considerations
• Servers

� Database
� Application
� Terminal
� Domain
� Network
� E-mail
� Fax
� Others . . . 

• Clients 
� Workstations
� Desktops
� Notebooks/laptops
� Tablets
� PDAs
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Desktop vs. Tablet PCs
• Desktop PCs

� Require space for monitor 
and keyboard

– User position
– Patient position

� Some space issues can be 
overcome by:

– COWs
– Suspended/flat panel 

monitors
– Special trays for keyboards

� Some issues of infection 
control

� Require log-on/log-off
� Always available

– Network connection
– Power

� Lower cost

• Tablet PCs
� Including 

– Slate
– Convertibles

� Issues of:
– Weight
– Heat
– Space
– Navigational precision

� Mobility 
– Affords continuous log-on
– Requires wireless network or docking 

stations
– Battery life issue

� More expensive
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Speech Recognition
• Speech is digitized and matched against coded                   

dictionaries to recognize words
� Older voice recognition systems required discrete speech
� Newer speech recognition systems accommodate continuous speech

• Many systems must be "trained“
� All words or sample of words that will be spoken by user
� New systems are speaker-independent, requiring no training

• Speech recognition is improving in accuracy, but it  is often in 
commonly used terms rather than medical terms where  errors occur

� “Next week” is spoken as “nexweek”

• Correction may be performed
� Retrospectively by a “correctionist”
� Concurrently by the user

• Speech recognition is not natural language processing . 

• Speech recognition at the point of care can be cumb ersome, unless 
used primarily to issue voice commands to a structu red data template. 
Even then, many clinicians find this more awkward/l ess natural than 
navigating a template by hand or keyboarding
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Mass Storage/Management
• Redundant Array of Independent 

(or Inexpensive) Disks ( RAID)
� A category of disk drives that 

employ two or more drives in 
combination for fault tolerance

• Network attached storage ( NAS) 
� Device dedicated to file sharing, 

capable of adding hard disk 
storage space to a network

• Storage area network ( SAN) 
� High-speed sub-network of 

storage devices

• Content-addressed storage ( CAS)
� System for storing data that are 

not intended to be changed (e.g., 
medical images, archived email)
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Local Area Networks (LAN)
• Means to communicate data

� Twisted pair wire
– Inexpensive wire cable, limited 

speed and capacity, subject to 
interference

� Coaxial cable
– Expensive wire cable, not as 

susceptible to interference, widely 
used

� Fiber optics
– Extremely expensive threads of 

glass that carry data very rapidly 
with little interference

� Radio waves (wireless)
– Many standards, susceptible to 

interference; bandwidth 
increasing and cost decreasing

• Transmission Control 
Protocol/Internet Protocol 
(TCP/IP)

– Used in private networks to mimic 
Internet functionality

• LAN = Intranet
• WAN = Extranet

• Protocols - rules for 
sending data from 
one node (place) on 
the network to 
another

• Speed
� Ethernet

– Supports very fast 
data transfer

� Token ring
– Closed loop around 

a central hub, 
relatively slow

� Fiber Distributed 
Data Interface (FDDI)

– Dual rings in token 
ring structure, 
supports many 
users at relatively 
fast speeds
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Wide Area Networks (WAN)
• Geographically dispersed LANs
• Connected by telephone lines or radio waves

� Leased lines are permanent trunk lines offered by 
the telephone company (e.g., T1, T3)

� Dial up connection via modem and public 
telephone network 

– Plain old telephone service (POTS) – slow, some 
potential interference

– Frame relay and Integrated Services Digital Network  
(ISDN) offer increased speed to POTS

– Digital subscriber line (DSL) – special configuratio n to 
link two specific locations (e.g., provider and a s witching 
service) for faster and less expensive service than  ISDN
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Virtual Private Network
IPSec

SSL
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• Wi-Fi refers to a network 
based on the IEEE 
802.11 standards

� Consider the data 
transfer rates, security 
standards supported, 
and other factors for 
LAN:

– 802.11a
– 802.11b
– 802.11g

� Metropolitan Area 
Networks (MAN):

– 802.16 (WiMAX)

• Bluetooth – short             
range radio technology

Wireless Network

EVDO
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VoIP
(Voice over Internet Protocol)

• VoIP allows you to make telephone 
calls using a computer network, 
over a data network like the 
Internet 

• VoIP converts the voice signal from 
your telephone into a digital signal 
that travels over the internet then 
converts it back at the other end so 
you can speak to anyone with a 
regular phone number 

• When placing a VoIP call using a 
phone with an adapter, you'll hear a 
dial tone and dial just as you 
always have 

• VoIP may also allow you to make a 
call directly from a computer using 
a conventional telephone or a 
microphone
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Key Network Capabilities
• Bandwidth - Data carrying capacity, usually 

expressed as megabits per second (Mbps)
• Latency - Time required for a packet of data to be 

transmitted between communicating entities on a 
network

� Response Time – Amount of time required for entire 
message or file to be transferred and acknowledged

• Availability - Likelihood that the network is able to 
provide service and is functioning properly

• Security - Capability of a network to ensure 
confidentiality and integrity of information 
transmitted across it. 

• Ubiquity - Degree of access to a network
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Software
• Server Operating System (O/S)

� Windows
� SQL/Oracle
� Macintosh
� Linux/Unix

• Network O/S
� Windows

• Client O/S
� Windows 95, 98, 2000, XP Home, XP Prof, CE
� Palm
� Browser-based

• Database Management System (DBMS)
� Oracle, SQL, Informix, Others

• Toolset
• Language

Older Platforms/Language:
• OS/400, AIX
• DB2
• MUMPS/M Technology
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Some Utilities

� Middleware that provides secure (remote) access 
to data (across platforms)

� Manages multiple application servers
� MetaFrame presentation layer reconciles legacy 

mainframe and C/S systems
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Database and Integration Platforms

16
Oct. 14, 2005

Support for Adoption of New 
Technology
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But Also Concerns About Security

July/August
2005
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Authorization, Access Controls, and Authentication

(All Required by HIPAA)

• Authorization is the 
process by which 
someone is allowed to 
have information they 
are permitted to have 

• Access controls provide 
the means to allow or 
disallow someone 
information they want

� Administrative

� Physical 
� Technical

• Authentication is the 
process by which you 
verify that someone is 
who they claim they are 

I authorize
you to send 
my information 
to XYZ

Microsoft Active Directory
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Based on 
conditions

Context-
based

To classes            
of users to 
categories             
of PHI

Role-based

To each user User-based 

Assigns 
Privileges

Access 
Control

Authorization and Access Controls

Conditions of 

Access

Categories of 
PHI

Classes of
Users

Minimum 
Necessary
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Access Control List

Reprinted with permission, Tom Walsh Consulting, LLC

Key: C = Create, R = Read, W = Write, D = Delete from Active View, S= System Administration

HIM

YesNoC/R/WPatient CareElectronic Medical 
Record

NurseNursing

NoYesREligibility 
Verification

Health PlanRegistrarScheduling/ 
Registration

NoNoC/R/WSchedulingPractice Mgt 
System

RegistrarScheduling/ 
Registration

NoYesRClaims StatusHealth Plan Billing 
Clerk

Business 
Office

NoYesC/R/WClaimsPractice Mgt 
Systems

Billing 
Clerk

Business 
Office

Remote 
Access

Internet 
Access

Privileges
(See key)

ViewsApplication

Access to Information SystemsJob 
Function

Dept
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Authentication
• Wet signature

• Digitized signature

• Electronic signature
� UserID and password
� Token
� Biometric

• Digital signature
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Public Key Infrastructure (PKI)
• A system of digital certificates , certificate authorities , 

and other standards and programs that verify and 
authenticate the validity of each party involved in  an 
Internet transaction. 

• PKIs are currently evolving.                                     
There is no single PKI nor                                      
even a single agreed- upon                                                            
standard for setting up PKI

• DEA considered PKI for                                          
Scheduled Drugs but has                                         
not yet issued ruling
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Audit Controls
• Reports may be by:

� Patient
� User

• Required by HIPAA
• Requires Unique 

UserID
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HIPAA Security is Risk-Based

You decide what specific controls are 
needed within the framework of the Rule
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Threats                  Vulnerabilities
• Accidental Acts

� Incidental disclosures
� Errors and omissions
� Proximity to risk areas
� Work stoppage
� Equipment malfunction

• Deliberate Acts
� Inattention/inaction
� Misuse/abuse of privileges
� Fraud
� Theft/embezzlement
� Extortion
� Vandalism
� Crime

• Environmental threats
� Contamination
� Fire
� Flood
� Power 
� HVAC

• Administrative
� Policy
� Accountability
� Management
� Resources
� Training
� Documentation

• Physical
� Entrance/exit controls
� Supervision/monitoring
� Locks, barriers, routes
� Hardware
� Disposal

• Technical
� New applications
� Major modifications
� Network reconfiguration
� New hardware
� Open ports
� Architecture
� Controls
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Health Care’s Take on . . .

• Has it happened before?
• How frequently?
• Does threat source have:

� Access, knowledge, 
motivation?

� Predictability, forewarning?
� Known speed of onset, 

spread, duration?

• Are controls available to:
� Prevent?
� Deter?
� Detect?
� React?
� Recover?

• Patient care

• Confidentiality

• Complaint/lawsuit

• Reduce productivity

• Loss of revenue
• Cost to remediate

• Licensure/ accreditation

• Consumer confidence 

• Competitive advantage
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Probability of Occurrence Criticality of Impact
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Important Security HW/SW

• Firewall – hardware, software, or combination thereof 
that is designed to prevent unauthorized access to or 
from a private network by screening the messages 
against specific criteria

• “Anti-Virus” (AV) – software that detects known 
malware, including spyware, spam, adware, content 
filtering, etc.

• Vulnerability Assessment (VA), Intrusion detection 
systems (IDS) and intrusion prevention systems
(IPS) – more sophisticated software that analyzes 
patterns and either provides an alert about a 
potential problem or restricts entry
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Important Data Back Up Concepts
• Uninterruptible power supply (UPS), provides a battery to keep 

a computer running for several minutes after a power outage, 

� Enables the ability to save data that is in RAM and sh ut down the 
computer gracefully. 

� Many UPSs offer software that automates backup and shut down

• Dual-core refers to a CPU that includes two complete execution  
cores per physical processor.

• Failover is the capability to switch over automatically to a  
redundant or standby computer server, system, or netwo rk
upon the failure or abnormal termination of the prev iously 
active server, system, or network. Failover happens  without 
human intervention.

• Fault-tolerance , or graceful degradation, is the property of a 
system that continues operating properly in the even t of failure 
of some of its parts. 
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Importance of Interoperability
• “Interoperability is an essential factor in                      

using health information technology to                          
improve the quality and efficiency of care in the U .S.”

� Compiling experience of a patient’s care
� Maintaining a patient’s personal health records
� Ensuring that complete health information is 

accessible to clinicians as the patient moves 
through various healthcare settings

� Needed for  clinicians to make fact-based 
decisions so medical errors and redundant tests 
can be reduced

� Critical for cost-effective and time data collectio n 
for bio-surveillance, quality measurement, and 
clinical research                      . . . NHIN RFI, 2005
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• Interoperability and health information exchange ar e techno-speak jargon 
for health care information that is treated as a re quired element of 
diagnosis and therapy, albeit one that jealously gu ards patients’ privacy 
and confidentiality. 

• Without interoperability and health information exc hange, health
information will remain in proprietary silos, in wh ich the health care 
enterprise hopes to gain comparative advantage by i mposing high costs 
on consumer switchover and by exercising market lev erage over small-
niche players such as solo physicians and community  hospitals.

• Interoperability and health information exchange ar e best understood as 
business concepts rather than technical concepts . 

� Uniform business processes
� Uniform privacy laws
� Uniform patient identification
� Controlled medical terminology
� Commonly accepted business transaction definitions



6

31

How Can Interoperability Occur?
• Integrated systems

� Developed from the same source code so components w ork 
seamlessly together

� Supports interaction of discrete data

• Interfaced systems
� Using primarily “message format standards,”
� Middleware that achieves interaction of discrete data

• Open source systems
� Software applications in which the code used to cre ate the 

program is freely available to use, view, and modif y (AAFP)
� Intended to reduce cost of systems

• Connected systems
� Web services architecture using open standards over a n 

Internet protocol backbone
� Communications are XML based

32

Communication vs. Interaction

• Communication provides 
ability to view data 

• If permitted, it can be saved 
as an object in an 
information system

• With readily accessible tools, 
however, any communication 
can be “clipped” and saved 
as an image

• Communication affords 
access to information

• Interaction allows data 
elements to be imported into 
an information system and 
operated upon

• Application programming 
interface (API) is the 
middleware that adds 
services, such as 
identification, authentication, 
and authorization to the 
communication of data
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Web Sites vs. Portals

Provider Portal
Patient Portal

Web Site
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Continuity of Care Record

• Used for
� Referrals

� Transfers

� Discharge (to patient)

� Personal health record

• CCR is not
� EHR

� Progress note

� Discharge summary

� Consultation note
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CCR: XML and HTML Formats

Or, 
PDF
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Continuity of Care Document (CCD)

• Two competing standards are merging…
� CCR – Continuity of Care Record by ASTM

� CRS – Care Record Summary by HL7

• … becomes the Continuity of Care Document (CCD)
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Summary
• HIT is an exciting, dynamic space that has 

great potential to serve the health care 
industry

• It’s chock full of acronyms!
• Its breadth and depth can be intimidating, but 

with help, training and experience, HIT can 
deliver on the quality and efficiency 
objectives we need
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Questions?
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This presentation was created by Stratis Health under a contract with the Centers for Medicare & Medicaid Services (CMS).
The contents do not necessarily reflect CMS policy.      

Stratis Health is a non-profit independent quality improvement organization
that collaborates with providers and consumers to improve health care.


