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Hielix Background

Started in 1993 as a change management consulting company

Started working full time in healthcare in 2005 – Focus on HIE

Created several programs for RHI and the Center

Have worked with fifteen states of a variety of  HIT projects focusing 
on:
◦ Data Governance

◦ Interoperability

◦ Operational Governance

◦ Financial Sustainability

◦ Privacy and Security

◦ Policy and Procedure

◦ Clinical Workflow Analysis



Webinar Overview

Purpose
◦ Expose the participants to the Data Management Body Of Knowledge 

(DMBOK)

Objective
◦ Provide exposure to approaches currently being used by organizations to 

manage and control their data assets

◦ Engage in a discussion with the participants to determine a future path 
regarding Data Governance

Topics Covered
◦ Current state of IT in Health Care

◦ Ten components of Data Management

◦ Change Management Process

◦ Tools and Resources



Stress and Pressure

We are just beginning to assemble large quantities of health care data.  
Moving forward, the amount of data collected and managed will increase 
exponentially.

Most health care IT organizations are just beginning to realize the problems 
associated with poor data management practices.  The rest of the 
organization is not yet fully aware of the issue.

All healthcare organizations are resource constrained. They do not have the 
funds, personal, time or skills to design and maintain a strong data 
management program.

Most health care organizations do not understand the need for a strong data 
management program nor are they willing to engage appropriately in the 
solution.

Gaining stakeholder support and engagement in resolving these problems will 
require strong internal political skills.



Where Are We Today

People

ProcessTechnology

Technology

People

Process

Shadow ITHistoric IT Model

Current Observation



Why is This Important?

The model is out of alignment
◦ Too much emphasis on IT

◦ People and Process need active involvement to create solutions to these 
issues

◦ Shadow IT is a major issue in many organizations (Turf Protection)

The DMBOK Guide spends significant time addressing the need for a 
partnership between IT and business/clinical decision makers

The Hielix methodology is build on the integration of operations and 
technology



Keys to Success

Clear Vision and Strategy

Balance Between Technology and Operations

Stakeholder Engagement

Strong Organizational Leadership and Governance Structure

Services Stakeholders Wants, Needs and Interests

Identifiable Value Proposition

Equitable Financial Model

Concrete Success Measures

Realistic Timelines

Milestones and Trigger Points

Market Feedback



Introduction to Data Management



Component Integration



Data Governance



Data Architecture Management



Data Development



Data Operations Management



Data Security Management



Reference and Master Data Management



Data Warehousing and Business Intelligence



Document and Content Management



Meta-Data Management



Data Quality Management



Introduction to the Change Process



Model Integration



Stakeholder Integration



Change Management Model

Current 
State

Defined 
End State

Analyze ImplementAssess Plan

1. Determine the Desired End State
2. Assess the Current State
3. Analyze the Information to Find the Gaps
4. Create an Action Plan
5. Implement the Action Plan
6. Test and Verify for the Desired Result



Change Management Model

Step 1: Lead Your Culture, Select Your Team, and Learn

Step 2: Document Your Process, Findings, and Actions

Step 3: Perform Data Management Risk Analysis

Step 4: Develop an Action Plan 

Step 5: Manage and Mitigate Risks

Step 6: Achieve Compliance with Industry Standards

Step 7: Monitor, Audit, and Update Data Management on 
an Ongoing Basis



Step 1 - Lead Your Culture

1) Designate a Data Management Team

2) Discuss you Data Management requirements with your 
staff

3) Consider using a qualified Data Governance expert

4) Use the available tools to conduct your Data 
Governance risk analysis

5) Refresh your knowledge base

6) Promote a culture of sound data management 
practices



Step 2 – Document Your Processes, Findings and Actions

1. Documents your processes

2. Identify needed Data Governance policies and 
procedures

3. Create an Employee training program

4. Create internal operating agreements

5. Exam your Data Governance risks

6. Develop your Data Governance risk management 
action plans

7. Report your findings



Step 3 – Review Existing Privacy and Security Risks

1. Conduct a privacy risk assessment

2. Conduct a security risk assessment

3. Identify potential threats

4. Engage all employees in the analysis



Step 4 – Develop an Action Plan

1. Complete the Data Governance gap analysis

2. Identify the necessary industry/organizational standards to 
be implemented

3. Identify the necessary policies and procedures to be 
implemented

4. Identify the necessary administrative safeguards to be 
implemented

5. Identify the necessary physical safeguards to be 
implemented

6. Identify the necessary technical safeguards to be 
implemented



Step 5 – Manage and Mitigate Risks

1. Implement your action plan

2. Ensure compliance by educating and training your 
workforce

3. Communicate with all stakeholders

4. Update your Business Associate Agreements



Step 6 – Achieve Compliance with Industry Standards

1. Establish Data Governance polices and procedures to industry 
standards 

2. Build the new organizational culture supportive of the new Data 
Governance standards

3. Attain general compliance both technological and operationally



Step 7 – Monitor, Audit, and Update

1. Establish strict audit controls

2. Decide when and how often to conduct in-house audits

3. Determine what to audit

4. Identify trigger indicators 

5. Establish a regular audit schedule

6. Create a process to correct any audit deficiencies

7. Report the results to the CEO on a regular basis



Data Governance Gap Analysis Tool

Developed by Hielix for This Project

Focus is Solely on Data Governance

Created Using the Data Governance Body of Knowledge

Covers All of the Major Data Governance Areas

Will be Available in the Future at the RHI and Center 
Website



Screen Shot 1 – Typical Question



Screen Shot 2 – Affirmative Response



Screen Shot 3 – Negative Response



Screen Shot 4 – Report Format



Tools Reference

DMBOK Guide
◦ https://www.dama.org/content/body-knowledge

Gap Analysis Tool (Available Fall of 2016)
◦ www.ruralcenter.org 

CMS Change Management Tool
◦ www.healthit.gov/providers-professionals/ehr-privacy-security

Information Technology Infrastructure Library (ITIL)
◦ https://en.wikipedia.org/wiki/ITIL

https://www.dama.org/content/body-knowledge
http://www.healthit.gov/providers-professionals/ehr-privacy-security
https://en.wikipedia.org/wiki/ITIL


Contact Information

Dale Emerson, President

Hielix

O: 813.926.6200       M: 813.494.4617

demerson@hielix.com

www.hielix.com

mailto:demerson@hielix.com

	Structure Bookmarks
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure
	Figure


