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Hielix Background

Started in 1993 as a change management consulting company

Started working full time in healthcare in 2005 =Focuson HIE

Created several programs for RHI and the Center

Have worked with fifteen states of a variety of HIT projects focusing
on:
o Data Governance

° Interoperability

o Operational Governance
o Financial Sustainability

° Privacy and Security

o Policy and Procedure

o Clinical Workflow Analysis



Webinar Overview

Purpose
o Expose the participants to the Data Management Body Of Knowledge

(DMBOK)

Objective

° Provide exposure to approaches currently being used by organizations to
manage and control their data assets

° Engage in a discussion with the participants to determine a future path
regarding Data Governance

Topics Covered
o Current state of IT in Health Care

o Ten components of Data Management
o Change Management Process
> Tools and Resources



Stress and Pressure

We are just beginning to assemble large quantities of health care data.
Moving forward, the amount of data collected and managed will increase
exponentially

Most health care IT organizations are just beginning to realize the problems
associated with poor data management practices. The rest of the
organization is not yet fully aware of the issue.

All healthcare organizations are resource constrained. They do not have the
funds, personal, time or skills to design and maintain a strong data
management program.

Most health care organizations do not understand the need for a strong data
management program nor are they willing to engage appropriately in the
solution.

Gaining stakeholder support and engagement in resolving these problems will
require strong internal political skills.



Where Are We Today

Current Observation

Technology

Historic IT Model
Technology




Why is This Important?

The model is out of alignment
° Too much emphasisoniv7

o People and Process need active involvement to create solutions to these
issues

o Shadow IT is a major issue in many organizations (Turf Protection)

The DMBOK Guide spends significant time addressing the need for a
partnership between IT and business/clinical decision makers

The Hielix methodology is build on the integration of operations and
technology



Keys to Success

Clear Vision and Strategy

Balance Between Technology and Operations

Stakeholder Engagement

Strong Organizational Leadership and Governance Structure
Services Stakeholders Wants, Needs and Interests
|Identifiable Value Proposition

Equitable Financial Model

Concrete Success Measures

Realistic Timelines

Milestones and Trigger Points

Market Feedback



Introduction to Data Management

+ Enterprise Data Modeling
« Value Chain Analysis
+ Related Data Architecture

« Specification
« Analysis

« Measurement
« Improvement

» Architecture « Acquisition
« Integration Data * Recovery
« Control Governance . .F';l:t]:r‘%on
* Delivery « Strategy . S I

+ Organization & Roles ent . Purging

« Policies & Standards
« Projects & Services
+ Issues

« Valuation

"« Standards

: agcqll:us;')bgn &S : \ _ « Classification

Recovery , & + Administration
« Content Mgmt. ' « Authentication
« Retrieval

« Retention * Auditing

3 ioctu « Extemal Codes
o i « Internal Codes

+ Implementation

 Trairs « Customer Data
Training & Support

« Monitoring & Tuning + Product Data

+ Dimension Mgmt




Component Integration

Data Governance

Data Architecture Management

Data Warehousing & Business Intelligence Management

Data Quality Management Meta-data Management
Data Securnity Management Data Development
Data Operations Reference & Master | Document & Content

Management Data Management Management




Data Governance

1. Data Governhance

Definition: The exercise of authornty and conindl (planning, monftonng, and enforcement) ovar the managemant Of data assals.

Goals:
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Inputs:

Businoss Goals

Businoss Srategies

IT Objectves

IT Stratogies

Data Meods

Data Issups

Reguiatory Reguiremants

Suppliers:

Business Execuiives
IT Exaciives

Diata Stewards
Roguiatory Eodies

Participants:

Executve Dala Sewards
Coordinating Data
Slewards

Business Diata Stowards
Data Professionals

D Executive
CIo

Activitles: (P)— Planning (C) — Control (D) — Development {O) - Operational

ActiIties:
1. Data Management Planning (F)
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Unoerstand Stratagic Entarprise Data Needs

Devalop and Maintzin the Data Strategy

Estabiish Data Professional Asles and Organezations
Idenimy and Appoint Data Stewards

Establish Data Governance and Stawandship Organizations
Devalop and Approve Data Policies, Standards, and Procedures
Review and Approve Data Architecture

Flan and Sponsor Data Management Projecis and Services

. Estimata Data Assaf Valus and Associated Costs

2. Data Management Control (C)
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. Supanvisa Data Profassional Crganizaticns and Staff
Coordinate Data Governance Activities

Manage and Resolve Data Related Issues

Monitor and Ensure Regulatory Compliance

Monitor and Enforce Conformance W ith Data Policies, Standards,

and Architectura

. Owerses Data Management Projects and Sarvices
. Communicate and Promote the Value of Data Assats

Tools:

= Intranat Wansia
= E-Mall
= Mata-data Tools

« |E200 Manajemant Tools
« [ata Governance KPI
Cashboard

- Meta-data Repostory

To define, approve, and communicale data strategies, policies, standards, archiecture, procedures, and matncs.

To frack and enforce reguiatory compliance and conformance to data policies, standards, architecturs, and proceduras.
To sponsor, track, and ovarsee the delvery of data management projects and sarvicas.
To manage and resohve data related issues.

To undarstand and promote the vanse of data assats.

' >

Primary Deliverables:

« Data Polickes

+ Dala Slandands

+ Resolved Issuas

+ Data Management Projects
and Sarvices

= Cuaity Data and Infomation

= Recognized Data Value

Consumers:

« Dala Producers

« Knowledge Workers

- ME.I"IEQE'[S and Exacutives
« Dala Professionals

= CGusiomers

Metrics

= Data value

+ Data Management Cost

« Achiovement of Objeciives

« # of Decisions Mado

= Steward Represantation /
Covarage

Data Professional Hoadcount
Data Management Procoss
Maturity

&

&




Data Architecture Management

2. Data Architecture Management

Definition: Detining the data neads of the anterprise and designing the master biesprints 1o mest those needs.

Goals:

1. To plan with vision and foresight to provide nigh quality data

2. To identity and defing comman data raquiremants.

3. To design conceptual structures and plans to meat the current and long-term data requiremants of the entarprise.

CID and Oher Executives
Ciatabase Adminkstrators
Ciata Modal Administrator

+ Information
COnNsSumars

Software Devalopars

| ‘> Activities: | :>
1. Understand Enterprise Information Neads (P}
Inputs: 2. Develop and Malntain the Enterprise Data Model (F) Primary Dellverabies:
« Business Goals 3. Analyze and Allgn With Other Business Models (P) « Enterprise Data Modal
« Business Strategies 4. Define and Malntain the Data Technology Architecture (P) « Information Value Chain Analysis
+ BUSINEsE Architachare 5. Deflne and Malntaln the Data Integration Archiwcture (P) + Data Technology Archieciun
« Process Architecturg &. Define and Malntain the DW/BI Archiecture {P) « Data Infegration / MOM Archilechure
+ IT Objectives 7. Define and Malntaln Enterprise Taxonomkes and Mamespaces (Fy |+ DW/ Bl Archiecturs
" Daia Srategies £ [Dfine and MAInIaIn the meta-dat Areniiecture (7 - Entorprisa Taxonomiss and Namespaces
« Dala Issues Participants: Tools: « Document Management Architecture
+ Dala Needs « Data Stowards « Data Modaling Toals = Mela-gata
« Technical Architecture  « Subject Matter Experts (SMES) + Moaeal Managemeant Tool COonsumers:
suppliers: + Daia Architects + Maia-data Repository « Data Stowards
. Bxaculvas « Data Analysts and Modglers « Offica Productivity Tooks . Dala Architects
. Dals Slowards « Ofher Enterprise Architects « Data Analysis
+ Data Producers + DM Execlillve and Managars + Database AOMInistrators

+ Projoct Managers

- Data Producers

= Knowiedge Workears

] MEI'I-EQGTE and Executves
Activities: (P) — Planning (C) — Control {D)— Development (O) - Operational




Data Development

>

Inputs:

3. Data Development

Definition: Designing, Implamanting, and maintaining sciutions o meet the data noads of the entarprise.

Goals:

1. identity and defing data requirements.
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Business Goals and Strategies
Cata Meeds and Sirategies
Cata Standards

Ciata Architacturs

Procass Architectura
Application Architscture
Technical Archisechure

sSuppliers:

Data Stewards

Subject Matter Experts

IT Stearing Commitiea

Data Govemance Councll
Data Architects and Analysts
Software Developars

Data Producars

Information Consumarns

Partlcipants:

Diata Stewards and SMES
Diata Architects and Analysts
Database Administrators
Ciata Model Adaministratons
Software Dovolopars
Project Managers

DM Exacutives and Other I
Managoment

Diesign data strctures and other solutions to thase requiremeants.
Implemeant and mainfain solution componants that mesot thesa requirements.
Ensura soluion conformance to data architectura and standarnds as appropniata,
Ensura the Infagrity, Securty, usanlity, and maintainability of structired data assats

Activies:
1. Data Modeling, Analysls and Solution Deslgn (D)
1.Analyze Intormation Requiremeants
2.Davelop and Maintain Conceplual Data Modals
3.Daevelop and Maintain Logical Data Models
4.Davelop and Maintain Physical Data Modeals
2. Detalled Data Deslgn (D)
1.Dasign Physical Databases
2.Dasign Information Products
3.Design Dala Accass Sanvicas
4.Dasign Data Integration Sarnvicas
3. Data Model and Design Guallty Management
1.Develop Data Modaling and Design Standards (F)
2 Review Data Modal and Database Design Qualtty (C)
3 Manage Data Modal Versioning and Intagration ()
4. Data Implementation {0}
1.Implament Development / Test Database Changes
2.Create and Maintain Test Data
3.Migrate and Comvart Data
4_Buiid and Test Information Products
5. Buiid and Test Data Access Savicas
&.Valaata Information Requirements
7.Prapare tor Data Deployment

>

Primary Dellverables:
Ciata Requirements and Businass Rulies
Concepiual Data Models

- Logical Data Models and Spaciications

« Physical Data Modgls and Specifications
« Meta-data (Business and Technical)

- Data Modeling and DB Design Standards
Data Modal and DB Design Roviews
Version Controlied Data Modals

Test Data

Davelopment and Test Databasas
Information Producis

« [ala Accass Sanices

« Dala Integration Sanices

- Migrated and Converted Data

Consumers:

« [Daila Producers

- Knowledge Workers

- MEFIEQ'EIFS- and Exaeculves
+ CUstomers

- Data Professionals

- Ofther IT Professionals

Tools:

+ Data Modaling Tools + Data Profiing Tools

+ Databaso Management Systems  « Model Managoment Tools

= Softwara Devalopmeant Tools = Configuration Managameant Tools
+ Testing Tools + Difice Productivity Tools

Activities: (F) — Planning {C) — Control (D) — Development (0)- Operational




Data Operations Management

4. Data Operations Management

Definition: Planning, Coninod, and supdort 107 structured data asssts across e data ey cle,
from creation and acguisition through archival and purge. .
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Data Requirements

Data Architecture

Diata Models

Legacy Data

Service Loval Agraomants

Inputs:

Suppliers:

Exacutives

IT Steering Commitias

Data Governance Council
Diata Stewards

Ciata Architects and Modelers
Software Developars

Particlpants:

Database Administrators
Software Developars

Project Managers

Diata Stewarnds

Cidta Archiiects and Analysts
DM Exacutives and Other IT
Management

IT Oparators

Goals:

1. Protect and ensure the Integrity of structured data assels.

2. Manage avallability of data throughout ifs Ifecycle.
3. DI]'[II'I'IEEI DEII'I'IIIFI"I'IE.I'IDEI of database ransacions.

Activitles:

1. Database
1.Implemant and Confrol Database Emdaronments (C)
2.00tain Extamally Sourced Data (o)

3.Plan for Data Recovery (P)
4_BackUp and Recover Data (0)
5.5t Dalabase Parformanca Sanvice Lavals (P)
&.Monitor and Tune Databass Parformance (C)
7.Plan for Data Retention (P)
8.Archive, Retain, and Purge Data (0}
9. Support Specialzed Databasas (0)

2. Data Technology Management
1.Unaerstand Diata Tachnology Requiremeants (P}
2 Define the Data Technology Architocture (P)
3.Evaluate Data Technohgy (P)
4.Install and Administer Data Technology (C)
5.Imvantory and Track Data Technology Licensas (G)
&.Support Data Technology Usage and ISswes (0]

Tools:

+ Databaso Managament Systoms
« Data DE"."ElI:.'-pI'I'IEII'Il Tools

= Databasa Admindsiration Tools

= Oiffica Productivity Tools

l
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Primary Dellverables:
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DBMS Technical Emvironmeants
DaviTast, QA, DR, and Production
Databasas

Extarnally Sourced Data
Databasa Parfomancs

Data Recovary Plans

Businass Continuity

Data Ratenfion Flan

Archived and Purged Daia

Consumers:

-
-
-
®

&

Data Creators
Informaticn Consumers
Entarprise Customears
Dafa Professionals
Cinar IT Professionals

Metrics

-

-

Avallabiiity
Parformance

Activities: (F) — Planning (C) — Control (D) — Development (0) - Operational




Data Security Management
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Goals:

5. Data Security Management

Definttlon: Planning, development, and execution of securly policies and procadurss to provide
proper authentication, awthonzation, access, and auditing of data and irdormation.

1.  Enablo appropnate, and prevent inappropriate, access and change to data assois.

2. Moot reguiatony requirements fof privacy and connidentialty.
3. Ensure the privacy and confidentiality needs of all stakeholders are met.

>

Inputs:

Business Goals
Business Strategy
Business Rulas
Business Process
Data Strateqy

Data Privacy Issues
Related IT Polickes
and Standards

Suppiiers:

Data Stewards
IT Staanng Commitas
Data Stewardship
Coundcil

GOvarmmsnt
Customers

Activitles:

1.

© @ m

Understand Data Securlty Needs and Regulatory
Regquirements (F)

Define Data Securlty Policy (P)

Define Data Securlty Standards (F)

Define Data Securlty Controls and Procedures (D)
Manage Users, Passwords, and Group Membership (C)
Manage Data Access Views and Permisslons (C)
Monhor User Authentication and Access Behavior (C)
Classify Information Confidentlality {C)

Audit Data Security (C)

Participants: Tools:

Data Stewands + Databasa Management System
Data Securiy Administrators = Business Intelligance Toolks
Diatabase Administrators « Application Frameworks

-
-
-
-

-
-
-

-

Bl Analysts « Identity Managemant Tachnologios
Diata Archiects = Change Control Sysiems

DM Laadar

CIVCGTO

Help Desk Analysts

>

Primary Dellverables:

+ Data Sacurty Policias

= Data Privacy and
Confidentialty Standards

= User Proflies, Passwords and
Membarships

« Data Sacunty Permissions

+ Data Sacunty Conirols

= Data Access VIews

« Document Classiications

= Authentication and Access
History

« Data Securiy Audits

COonsumers:

« Data Producsers

« Knowledge Workers
« Managers

« Exacutives

« Cusiomers

« Data Professionals

Actlvities: (F) — Planning (C) — Control {D) — Development (0) - Operational




Reference and Master Data Management

6. Reference & Master Data Management

Definltion: Planming, implementation, and control activities to ensure
COnsIstency with & “goldan varsion” of contexieal data values.

GOoals:

1. Provide auihoritative source of reconciled, high-quality master and reference data.
2 Lower cost and complexity through reuse and leverage of standards.

3 Support business intelligence and information integration eforis.

| > |
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, 1. Understand Reference and Master Data Integration Meeds (F) :

Inputs: Primary Dellverabies:

« Business Drvers - g"“m "I '“;:,]"" R « Master and Reference Data

+ Dala Raquirements 3. Define and Maintaln the Data Inegration Architecture (F) Requiramerts

« Policy and Reguiations a1 ment rence and Master Ma Nt « [Data Models and Documeantiaion

+ Standards Sn“wljtlnn.!-l_'ll]lmh e « Reliable Reterenca and Master Data
« Code Sals = T Rules (€) « "Goklen Aecord” Data Lineage

« Master Data : Ew““"'“‘m e H"'m':'m'm « Data Quality Matrics and Reports

« Transachonal Data 7. Define and Malntain Hierarchies and Affillations (C) « Dala Clsansing Sanices

suppliers: £. Plan and Implement Integration of New Data Sources (D) Consumers:

+ Stearing Commitioes 9. Replicate and Distribuse Reference and Master Data (O) « Application Usars

- Business Data Stewards | 10. Manage Changes to Reference and Master Data (0) - Bl and Reporting Usars

« Subject Matter Exparts « Application Developars and Architacts

« Data Consumsars
= Standards Organizabons

« Data Imtegration Davelopars and

Tools: Architacts

+ Rafarence Data Management Applications

Oither IT Professionals

+ Dala Froviaars « Master Data Management Applications : Egﬁﬂnfﬁmﬁgr?rﬁjnnm
Particlpants: « Data Modeling Tools : :

- Dala Stawards « Process Modeling Tools Metrics

« Subject Matter Experts + Mota-data Reposfiories + Reference and Master Data Qualily
« Data Architects « Dala Profiling Tools « Change Actiity

« Dala Analysts « Dala Cleansing Tools + Issues, Costs, Volume

- .ﬂmlﬂﬂn{ln Architects « Data ||'“Egrﬂ[h':ll'| Tools + Lse and Re-LUse

= Data Govemnancs Councll « Businass Procass and Rulke Enﬂlms = Aval Lﬂn"ﬂ.'j"

« Data Providars - EhEr];lﬂ Haﬂﬂﬂamﬂﬂl Tools « Data Steward Gﬂ'k"l‘:"fﬂg@'

Activities: (P} — Planning {C) — Control (D) — Development (O) - Operational




Data Warehousing and Business Intellisence

7. Data Warehousing &
Business Intelligence Management

Definktion: Flanning, Implemantation, and control processes 10 provide decision support S
data and support knowledge workers engaged In reporting, guery and analysis.

Goals:

1. To support and enable effactive business analysis and decision making by knowlodge workars,

2 Tobulid and maintain the emiaronment / Infrastructurs to support business intalligance actity, spacifically leveraging
all the other data managemeant functions to cost efectively deliver consisient intagrated data for all B1 actvity.

O > s
Inputs: 1. Understand Buslness In@lllgence Information Meads (M Primary Dellverabies:
« Business Drivars 2. Deflne and Malintain the DW / Bl Archl@ciure (P) + DW/BI Architeciure
= Bl Data and Access 3. Implement Data Warehouses and Data Mares (0) « Data warenousas
Raquiremeants 4. Implement Bl Tools and User Interfaces (D) « Data Marts and OLAP Cubes
+ Data Qualty Requirements | 3. Process Data for Business Intelligence {O) « Dashboards and Scoracards
+ Data Secunty Requiremenis | 6. Monktor and Tune Data Warhousing Processas (C) « Anahytic Applications
« Data Archilecture 7. Monikter and Tune Bl Activity and Performance (C) « Flla Exfracts {for Data
« Technical Architeciure Mining/stat. Tools)
+ Data Modeling Standards Farticipants: Tools: « Bl Tools and User Emaranmeants
and Guidelines « Business Executives and « [Databasa Managemsant « Data Quality Feadback
« Transactional Data Managers Systems MaCchanism/Loon

Master and Reforance Data = DM Execs and Ofher IT Mgmi
Industry and Extemnal Data  + B1 Program Manager
Suppliers: SMEs and Other Info

CONSUMars
« Exocufives and Managers

« Data Stewards
Subject Matter Exparts  Project Managers

Data Govarnance Council
« Data Architects and Analysts
Informetion Consumers ¥

Data Profiing Tools

[Data Infegration Tools consumers:

Dala Cleansing Tools . Ellr-;na r%e;vﬂDEﬂgulwas
Business Intelligance Tools ge

Analyiic Applications - External Customars and Systams
Data Modeing Tooks Internal Customers and Systems

« Data Professionals
Parformancs Managament
08 = Qther IT Profassionals

w
&
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« Data Integration (ETL Tooks
(Internal and Extarnal) Speclarﬁg : - Mata-data Repository Matrics:
+ Dala Producers « Bl Spacialists « Data Qualtty Tools « Usaga Metrics
. Eﬁtﬂ Architacts and « Database Adminstratons « Data Securty Tools « CustomenUser Satisfaction
natysts « Dafta Security Administrators « Subject Area Coverage %s
- Data Quality Analysts - Response Performance Marics

Activitles: (P — Planning (C) — Control (D) — Development (O) - Operational




Document and Content Management

8. Document & Content Management

Definition: Planning, Implementation, and control actvities to store, protact, and access data found
WIthin gloctronic Mias and physical records (INcluding toxt, graphics, IMages, Sudio, and video).

Godls:

To safaguard and ensure e avalabity of data assets stored In less structured formats.

To enable efecive and eMcient refneval and usa of data and INformation In unsiruciuned fomats.
To comply wiin lzgal obiigations and customer expactations.

To ensure business continuity through retention, recovery, and conversion.

To control document storage operating costs.

W DRwp-
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1. Document / Records Managemeant
Inputs: 1_Plan for Managing Documents / Records (F) Primary Dellverables:
« Text Documents 2.Impiemant Documeant / Records Managamant Systams for « Managed records in many
+ Raports Acquisition, Storage, Access, and Sacurnfy Controls | O, C) madla formats
+ Spreadsheals 3.Backup and Recovar Documents / Reconds (O] + E-QISCOVEry records
« Email 4_Refain and Dispose of Documents / Reconds (J) + Outgoing letters and emails
+ Instant Messages 5_A Ui Documant / Recoras Managament (C) + Confracts and nnancial
+ Faxes 2. Content Management documeants
+ Voicemall 1.Define and Maintain Entarprise Taxonomies (P) + Policies and procedures
+ Images 2 Documant / Index Inormation Contant Mata-data (0 « Auwdit trails and 1098
+ Wideo recordings 3.Provide Content Access and Retrioval (O} + Maafing minutas
+ ALQID racoradings 4.Govem for Qualty Content (C) + Formal reports
« Printad paper files « Significant memaoranda
= Microfiche
« Graphics Partlclpants: Tools: Consumera:

) + All Employoas « Siored DOCUMEs + Business and IT usars
Suppliers: « Data Stewards + Offica Productvity Tools + Governmeant raguiatory agencies
+ Empiayeas « DM Profassionals « Image and Workfiow « Senior management
+ External parties « Records Management Stafm Managament Toolks * Extornal customers

= Other IT Professionals + Records Management Tools

+ Data Managemeni Executive « XML Development Tools Metrics:

= Oiher IT Managers = Collaboration Tools = Raturn on iInvesiment

+ Chiet Information Officer « Intomet + Key Performance Indicators
+ Chiel Knowledge Cfticer « Emall Systams + Balanced Scorecands

Activitles: (P — Planning (C) — Control (D) — Development (O) - Operational




Meta-Data Management
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Inputs:

Mota-data
Requirameants
Mota-data [ssuas
Drata Architectuns

= Business Mata-cala

Technical Meta-data
Process Meta-data
Oiperational Meta-data
Data Stewardship
Meta-data

suppliers:

Crata Stewards
Data Architacts
Crata Modalars
Database
Adminsiratons
Other Data
Professionals

Crata Brokers
Government and
Inaustry Reguiators

9. Meta-data Management

Definition: Planning, Implementation, and control activities i endble easy accoss to high qualty, integrated meta-data.

Goals:

1. Provide crganizaticnal understanding of iarms, and usage
2. Intagrate meta-data from diverss sourca

2. Provide easy, Integrated access o meta-data
4. Ensure meta-data quality and sacurity

Activites:

Manage Meta-data

DENom e

Understand Meta-data Requirements (P)
Define the Meta-data Architecture (P)

Develop and Maintain Meta-data Standards (P)
Implement a Managed Meta-data Environment (D)
Create and Maintaln Meta-data (0)

Integrate Meta-data (C)

fores (C)

Distribute and Deliver Meta-data (C)
ouery, Report, and Analyze Meta-data (O)

Participants:

"
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&

w

w

Meta-data Specialist
Data Integration
Architects

Data Stewarnds

Data Architects and
Modalars

Databaza Administrators
Othar DM Profassionals

= Other IT Professionals

C'M Exacutiva
Businass Usars

Tools:

« Meta-data Reposttones
Data Modeling Tools
Databasze Managemant
Systoms

« Daia Integration Tools
Bursiness Inteligenca Tools
Systom Managament Tools
Cioject Modaling Tools
Process Modaling Tools
Raepart Ganerating Tools
Data Quwality Tools

Data Development and
Administration Tools
Ratarance and Master DCata
Managemeant Tools

w LIy
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Primary Deliverables:

Meta-gdata Raposionos

Cualty Mata-data

= Meta-data Models and
Architectura

+ Meta-data Management
Cperational Analysis

« Meta-data Analysis

« Data Linsage

« Change Impact Analysis

« Meta-data Confrol Frocedures

CONsuUmars:

« Dala Stowands

« Data Professionals

« Other IT Prolessionals

« Knowladge Workers

+ Managers and Execuives

« Customears and Collaborators
+ BusIness Usors

Metrics:

« Weta Data Cuality

+ Master Data Service Data
Compliancs

« Meta-data Reposiory Contribution
« Meta-data Documentation Cuality

+ Steward Represantation /
Coverage
Meta-data Usage ! Refarance

Activities: (F) - Planning (C) - Control (O) — Development (O} - Operational

Meta-data Management Maturity
« Meta-data Repository Avallability




Data Quality Management
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10. Data Quality Management

Definition: Planning, iImplemeantation, and control actvities tat apply qualily managomant

techniquas ¥ Measurs, assass, IMprove, and ensure the fitness of data for use.

Goals:

+  Tomeasurably iImprove the quality of data in relabion to defined business axpactations.
+  Todafing reguiremeants and spacifications for intagrating data qualty control inko the system development lacycla.
+  Toprovide defined processes for measuring, maeniboring, and reporting conlormance to acceptable levels of data quality.

>

INpUts:

Business Aequirameants
DaE Requiraments

Data Quality Expectations
Data Policies and
Standards

Businass Meta-data
Technical Meta-data

Data Sources and Data
Sloras

Smpllum

« Exfarnal Sources
Reguiatory Bodlos
Business Subjoct Matter
Experts

Infomation Consumens
Data Producers

Data Architecis

Data Modelers

Data Stowards

o W e

Activites:

Develop and Promote Data Qually Awareness (O}
Define Data Guallty Requirements { D)

Profile, Analyze, and Assess Data Guallty (D)
Define Data Guallty Metrics (P)

Define Data Guallty Business Rules (F)

Test and Valldate Data Guallty Requirements (D)
Set and Evaluate Data Quallty Service Levels (P)
Continuously Measure and Monkor Data Quallty {C)
Manage Data Quallty 1ssues (C)

10. Clean and Correct Data Quallty Defects (0)
11. Design and Implement Operational DOM Procedures (D)
12. Monktor Operational DGM Procedures and Performance (C)

Farticlpants: Tools:

- Data Quality Analysts - Data Profiling Tools

- Data Analysts - Statistical Analysis Tools

=« Database Administratons « Data Cleansing Tools

« Data Stewards - Data Infagration Tooks

= Other Data Professionals = [zs0e and Event Managamsant
= DRM Direcior Tools

« Data Stewaraship Council

>

Pﬂmary- Dellverables:
« Improved Quality Data

+ Diata Managament
Oparational Analysis

« Data Profiles

« Data Quality Cartification
Raports

« Data Quality Sarvica Laveal
Agraame-n[s

COonsumers:

Ciata Stewards

Data Professionals

Other IT Professionals
Knowladge Workers
Managers and Executves
Customars

Metrics:

= Data Value Statistics

+ Emors / Requirement Viclations
= Contomance o Expectations

« Confomance o Service Lavals

# & @ @ & &

Activities: (P — Planning (C) - Control (D) — Development (O) - Operational




Introduction to the Change Process

Organization & Culture

= Cntical Success Factors
« Heporting Structures
v Wlanzagement Pletrics
»Walugs, Baliafs, Expectations
= Aftitucle s, Siyles, Freferences
s Hitual=s, Symbols, Hertage

Activities

= Phases, Tasks, Seps
= Dependzncies

» Seguence & Flow

= Usa Casa Scanarios
= Tnoner Eve nts

Technology

= Tool Categaries
= Standards & Frotocals
= Seleciion Critena

= _gaming Curves

Goals & Principles

= WVigion & kigsion
» Husiness Benefts
v Strategic Goals

r Speciic Objactives Deliverables
» Guiding Frnciples

= Imputs & Cubputs
s Information
» Documents
* Databases
= [Mher Hesnurces

Practices & Techniques

» Recognized Best Practices
= Camman Approaches
= Alternafive Technigues

Roles &
Responsibilities
« Indiwiduzl Roles
v Omganizational B oles

» Business & IT Rolas
« Qualifications & Skills




Model Integration

Data Practices
Management Zoals and Primary Roles and and Organization
Functions Principles | Activities Deliverablez Responsibilities Technology Technigues and Culture
Data
Governance
Data
Architecture
lanagement
Data
Development
Data
Crperarions
Management
Data Security
Management
Reference and
Master Data
lManagement
Data
Warcshousing
and Businesz
Intelligence
lanagement
Dooument and
Content
lManagement
Meta-data
Management
Data Quality
Management




Stakeholder Integration

Executive (Administrative /

Legisiative & Judicial Responsibilities Performance) Responsibilities

Corporate & IT Governance Organizations

Chief Information

Officer
Data Management
Executive
G
3
Enterprise councll g E E
—
Executive Data Stewards E E’ L Data
| | E Management
Divisions Divisional Program Steering W Organizations
& Programs Governance Counclls Commiteees o B
"
/ Coordinating Data Stewards \ = f ¥
1 1 1 1 B a c=y
1 1 | 1 L— 2 R
= Lu L ‘I-L L ‘I-L L 5 = Data A rchitecis
Local - Daia Analysts
Administraton
Subject Area Orlented Data Sewardship Databise Administrators
Teams (Enterprise & Divislonal) Dratn Integration Specialists
Business Daia Stewards & Other SMEs Business Intelligence
Specialisis
Data Quallty Management Data Archiecture Management Data Operations Management

Reference & Mastar Data Managemea nt

Drata Warehousing & Business
Imiligence Managemeant

Data Davelopment
Meta-data Management

D:ata Securiy Managemant
Document & Content Managemeant




Change Management Model

\\ I\ |\ \\

Defined
End State

Current

Assess Analyze Plan Implement
State y P

Determine the Desired End State

Assess the Current State

Analyze the Information to Find the Gaps
Create an Action Plan

Implement the Action Plan

Test and Verify for the Desired Result
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Change Management Model

Step 1: Lead Your Culture, Select Your Team, and Learn

Step 2: Document Your Process, Findings, and Actions
Step 3: Perform Data Management Risk Analysis

Step 4: Develop an Action Plan

Step 5: Manage and Mitigate Risks

Step 6: Achieve Compliance with Industry Standards

Step 7: Monitor, Audit, and Update Data Management on
an Ongoing Basis



Step 1 - Lead Your Culture

1) Designate a Data Management Team

2) Discuss you Data Management requirements with your
staff

3) Consider using a qualified Data Governance expert

4) Use the available tools to conduct your Data
Governance risk analysis

5) Refresh your knowledge base

6) Promote a culture of sound data management
practices



Step 2 - Document Your Processes, Findings and Actions

1. Documents your processes

Identify needed Data Governance policies and
procedures

Create an Employee training program
Create internal operating agreements
Exam your Data Governance risks

Develop your Data Governance risk management
action plans

7. Report your findings

N
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Step 3 - Review Existing Privacy and Security Risks

Conduct a privacy risk assessment

Conduct a security risk assessment
ldentify potential threats
Engage all employees in the analysis

B w e




Step 4 - Develop an Action Plan

1. Complete the Data Governance gap analysis

2. Identify the necessary industry/organizational standards to
be implemented

3. ldentify the necessary policies and procedures to be
implemented

4. ldentify the necessary administrative safeguards to be
implemented

5. ldentify the necessary physical safeguards to be
implemented

6. ldentify the necessary technical safeguards to be
implemented




Step 5 - Manage and Mitigate Risks

1. Implement your action plan

2. Ensure compliance by educating and training your
workforce

3. Communicate with all stakeholders

4. Update your Business Associate Agreements




Step 6 — Achieve Compliance with Industry Standards

1. Establish Data Governance polices and procedures to industry
standards

2. Build the new organizational culture supportive of the new Data
Governance standards

3. Attain general compliance both technological and operationally




Step 7 - Monitor, Audit, and Update

Establish strict audit controls
Decide when and how often to conduct in-house audits

Determine what to audit

Identify trigger indicators

Establish a regular audit schedule

Create a process to correct any audit deficiencies

N o U s WwDNRE

Report the results to the CEO on a regular basis




Data Governance Gap Analysis Tool

Developed by Hielix for This Project

Focus is Solely on Data Governance
Created Using the Data Governance Body of Knowledge
Covers All of the Major Data Governance Areas

Will be Available in the Future at the RHI and Center
Website



Screen Shot 1 - Typical Question

li‘f)ata Governance

Planning, supervision and control over data management and use

— #50f 74

Does your organization have a data governance on-

going program and a continual improvement process in
place?

| Please Select the Answer then Press Submit Button

Yes

Submit
No or I don't know

Exit

2 2-1 Incomplete




Screen Shot 2 - Affirmative Response

—#5of 74

Does your organization have a data governance on-

going program and a continual improvement process in | = Next
place?

Please Select the Answer then Press Submit Button

Yes
No or I don't know

Positive finding. Review your current process to ensure it is up-to-date
and fully functional.

2 21 Incomplete




Screen Shot 3 - Negative Response

s Data Governance

Planning, supervision and control over data management and use

— #5 of 74

Does your organization have a data governance on-

going program and a continual improvement process in | Next |
place?

Please Select the Answer then Press Submit Button
Yes

No or I don't know

Gap identified. Your organization needs to create a data governance
process as soon as possible.

2 2-1 Incomplete




Screen Shot 4 - Report Format

Assessment Summary Report

Updated 6/14/2016 New

Positive
Section Question# Question Answer Feedback Finding?




Tools Reference

DMBOK Guide

o https://www.dama.org/content/body-knowledge

Gap Analysis Tool (Available Fall of 2016)
o www.ruralcenter.org

CMS Change Management Tool

o www.healthit.gov/providers-professionals/ehr-privacy-security

Information Technology Infrastructure Library (ITIL)
o https://en.wikipedia.org/wiki/ITIL



https://www.dama.org/content/body-knowledge
http://www.healthit.gov/providers-professionals/ehr-privacy-security
https://en.wikipedia.org/wiki/ITIL

Contact Information

Dale Emerson, President
Hielix
0: 813.926.6200 M: 813.494.4617

demerson@hielix.com

www.hielix.com


mailto:demerson@hielix.com
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